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Introduction

The development of digital technology in the last decade has driven major changes in the
financial services industry (Khan et al., 2024). Financial Technology (Fintech) is present as
an innovation that offers convenience, speed, and efficiency in various financial transactions
(Srinivas et al., 2025). In Indonesia, the use of fintech is growing rapidly, particularly in
digital payment services, online financing, and investment management (Poerjoto et al.,
2021). This dynamic creates both competition and new collaboration opportunities for
financial institutions, including Islamic banking, which is now required to adapt digitally to
remain relevant and competitive (Wirani & Romadhon, 2022). Amid growing public
preference for technology-based financial services, digitalization has become a strategic
necessity to improve service quality, expand market reach, and support the growth of the
Islamic financial industry.

However, the integration of fintech in Islamic banking is not without challenges (Hassan
et al., 2022). In addition to ensuring digital security, data privacy, and technological
infrastructure readiness, Islamic banks also need to maintain compliance with sharia
principles (Asyiqin, 2025; Hurani et al., 2024). The presence of blockchain-based fintech,
artificial intelligence, open banking, and mobile banking offers significant opportunities to
create more efficient service processes tailored to user needs (Del Sarto, 2023; Ganesan
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Alias et al., 2025; Ghosh & Kumar, 2025). However, every digital innovation must go
through a strict sharia verification process to ensure it is free from usury, gharar, or other
non-halal activities (Mohd Haridan et al., 2023; Mun'im et al., 2025; Ramli et al., 2025).
This tension between demands for innovation and the obligation to maintain sharia
compliance is an important issue and needs to be analyzed in depth.

Based on these dynamics, several questions arise that need to be answered. First, what
opportunities can Islamic banking capitalize on through the use of fintech in the digital era?
Second, what challenges are faced in implementing this technology, from a regulatory,
technological, and sharia-compliant perspective? Third, what strategies are appropriate to
maximize these opportunities and minimize these challenges so that fintech integration can
truly enhance the competitiveness of Islamic banking?

This paper aims to analyze the opportunities offered by fintech for the development of
Islamic banking services, identify key challenges arising during implementation, and
provide strategic recommendations for more optimally navigating the digital era. Thus, this
discussion not only provides an overview of the current state of fintech integration in the
Islamic financial sector but also suggests possible future development directions.

Theoretically, this paper is expected to enrich the literature on the digitalization of Islamic
finance and provide an academic basis for further research in the field of Islamic fintech.
Practically, the results of this paper's analysis can provide input for the Islamic banking
industry in formulating effective digital strategies, while also assisting regulators in
developing policies that support innovation while maintaining Islamic principles and
financial system stability. Overall, this study is expected to provide benefits in the form of
increased understanding of the opportunities and challenges of fintech integration, as well
as providing insights for various stakeholders in the development of Islamic finance in the
digital era.

Method

This research employed a library research method with a qualitative descriptive approach.
This method was chosen because the topic of opportunities and challenges in using fintech
in Islamic banking can be analyzed comprehensively through a review of scientific sources
without requiring primary data collection. This approach allows researchers to identify
patterns, trends, and strategic issues emerging from previous findings (Rozas & Klein, 2010),
then synthesize it into an analysis that is relevant to the development of the Islamic financial
industry in the digital era.

This literature review research was conducted through a series of systematic stages. The
first stage began with establishing the study's focus and limitations, namely analyzing the
various opportunities and challenges arising from fintech implementation in the Islamic
banking sector. Establishing this focus is crucial to ensure the study's scope remains focused
and aligned with the research objectives.

The second stage involved searching literature from credible scientific sources, including
international journals, academic books, Scopus-indexed publications, and official reports
from the Financial Services Authority (OJK) and Bank Indonesia. The search used a
combination of keywords such as fintech, Islamic banking, digital banking, sharia fintech,
financial technology, and Islamic banking to obtain relevant and comprehensive references.

The third stage is the literature selection process. Literature selection was based on criteria
such as relevance to the research topic, publication recency, and source credibility. The
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literature used was generally published within the last 5—10 years to ensure that the analysis
of opportunities and challenges aligns with current digital technology developments.
Documents that were opinion-based, lacked academic basis, or were irrelevant to the context
of Islamic banking were excluded from the review.

Next, in the fourth stage, a content analysis process was conducted. This analysis aimed
to identify key concepts emerging in the relevant literature, such as forms of fintech
innovation, strategic opportunities for Islamic banks, regulatory risks and challenges, and
Sharia compliance issues. These findings were then categorized and synthesized into a
structured narrative that illustrates the relationships between variables in the context of
Islamic banking digitalization.

The fifth stage is the conclusion-drawing process. In this stage, researchers summarize
the results of the literature data synthesis to answer the research problem formulation,
namely regarding the opportunities and challenges of fintech use in Islamic banking.
Conclusions are formulated to describe the current situation and provide strategic
recommendations that can be implemented by the industry, regulators, and other
stakeholders.

With these steps, the literature study method in this research not only describes the
development of fintech theoretically, but also provides an in-depth understanding of its
implications for Islamic banking in the digital era.

Results and Discussion
1. Sharia Bank in Running its Business

Islamic general banks in carrying out their business consist of various sources, which
depend on the type of business they are aiming for (El-Seoudi et al., 2012; Paturohman et
al., 2018). Based on education about Islamic banks, Islamic commercial banks have a social
function as baitul mal institutions, which obtain funds from zakat, infak, alms, grants, or
other social funds (Memon et al., 2025; Shofawati, 2018). These funds will then be
distributed to zakat management organizations for social purposes. Islamic commercial
banks can also serve a social function as baitul mal banks, which obtain funds from waqf in
the form of cash and distribute them to waqf managers according to the wishes of the waqf
donor.

Islamic commercial banks must meet the minimum requirements regarding
organizational structure and management, capitalization, ownership, expertise in Islamic
banking, and business feasibility. In carrying out Islamic banking business activities, it is
necessary to consider factors that are different from conventional banks, such as Islamic law
and positive law, dispute resolution bodies, and different organizational structures, as well
as the absence of a National Sharia Council (DSN) and a Sharia Supervisory Board (DPS).
Islamic commercial banks can also carry out other business activities, such as being interest-
free commercial banks and intergovernmental banks that aim to provide funds for
development projects.

In carrying out its business, Islamic commercial banks must consider sharia principles,
such as the principles of justice and balance (‘adl wa tawazun), welfare (maslahah),
universalism (alamiyah), and must not contain gharar, maysir, riba, zalim and haram objects.

2. Fintech in Banking
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FinTech is an alternative modern financial service offering practical, efficient,
convenient, and economical access to investments and transactions. The presence of FinTech
has transformed people's financial lifestyles, as the combination of technology and service
effectiveness has a significant positive impact. In the economic environment, FinTech
provides various benefits that are not only felt by individuals but also drive the development
of the broader economic sector.

One of the main benefits of FinTech is its contribution to the growth of the technology
startup ecosystem. This development opens up new job opportunities and contributes to
national economic growth. This impact continues to improve public welfare because
FinTech is able to reach groups previously underserved by conventional banking.
Furthermore, the ease of digital transactions has contributed to increased e-commerce
activity. Another benefit is lower service fee structures, including lower interest rates on
digital lending services, which further facilitates public access to financing.

The use of FinTech has also shown rapid growth. According to World Bank data, the
number of users rose from 7% in 2007 to 20% in 2011, then to 36% in 2014, and reached
approximately 78% in 2017. During this period, there were approximately 135-140 FinTech
companies in Indonesia, with a total transaction value estimated at Rp 202.77 trillion in 2017.

However, the growth of FinTech also presents challenges, particularly regarding
consumer protection. Not all service providers are capable of providing optimal service,
potentially leading to losses for users. Therefore, strengthening legal and regulatory aspects
is crucial to maintaining security and fairness for all parties.

As a form of supervision, the government through Bank Indonesia has implemented a
Regulatory Sandbox mechanism in accordance with the mandate of Law Number 8 of 1999
concerning Consumer Protection.(Republic of Indonesia, 1999)This mechanism serves to
test the reliability of business models, compliance with consumer protection, risk
management, and ensure that FinTech activities are not involved in money laundering or
terrorism financing. Furthermore, the implementation of FinTech is closely related to the
provisions of Law Number 11 of 2008 concerning Electronic Information and Transactions
(ITE), considering that most FinTech services are application-based and have access to users'
personal data. This extensive data access requires service providers to strictly implement the
principles of prudence and data protection to maintain consumer security and privacy.

3. SWOT Analysis

The use of fintech in customer service within Islamic banking provides competitive
capital that strengthens banks' position in the digital financial industry. Some key strengths
that can be identified are as follows:

a. Improving service effectiveness and efficiency. Technology enables operational
processes to be simplified and controlled, even with limited human resources.
Through digitalization, the financing application process can be faster, allowing
customers to immediately enjoy the promised benefits.

b. Improving service quality. Fintech helps improve the service flow, from customer
data entry and financing feasibility analysis to product or card delivery.
Automating this process increases accuracy and reduces the potential for human
error.
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c. Reducing operational costs. Digitizing services reduces operational and marketing
costs. Banks can optimize resources by collaborating with fintech service
providers to market their products more widely and efficiently.

d. Improved data management capabilities. Technology simplifies the storage,
recording, and analysis of customer data. This capability helps banks understand
customer needs, respond to complaints more quickly, and strengthen long-term
relationships through more personalized service.

e. More relevant product innovation. Data obtained through digital systems enables
banks to develop products and services that better align with consumer needs and
preferences. This is evident in the variety of financing options with features and
benefits tailored to specific lifestyles and market segments.

f. Ease of access to banking services. Fintech allows customers to conduct
transactions anytime and anywhere through 24-hour services such as mobile
banking, internet banking, SMS banking, and call banking. This broad access
enhances customer transaction convenience.

g. Wider service reach. Through internet technology, banking services can reach
people in various regions, including those previously difficult to reach by physical
banking networks. This opens up greater opportunities for financial inclusion for
all levels of society.

4. Weakness Analysis
Despite offering various advantages, the application of fintech in Islamic banking still
has a number of weaknesses that need to be considered, namely:

a. Limited facilities and infrastructure. Utilizing fintech requires a stable and fast
internet connection and reliable server support to ensure smooth transactions.
However, Indonesia's digital infrastructure remains uneven, creating unequal
access, particularly in areas far from urban centers.

b. Vulnerability to cybercrime. Information technology has the potential to be
misused through wiretapping, hacking, data breaches, and other forms of
cybercrime. These threats erode public trust in digital transactions. Therefore, the
role of supervisory institutions such as the Financial Services Authority (OJK),
Bank Indonesia, and the Ministry of Communication and Informatics is crucial in
maintaining system security, as mandated by Law No. 21 of 2011.

c. Risks of illegal practices and regulatory challenges. Not all fintech providers are
officially licensed, creating the potential for abuse of authority or unauthorized
transactions that harm customers. On the other hand, stringent regulations often
hinder technology companies, as their innovations are not fully accommodated
within the existing legal framework. While regulators emphasize consumer
protection, innovative companies see these regulations as a barrier to entry and a
slowdown in innovation.

d. Low public fintech literacy. Public understanding of financial technology remains
relatively low, resulting in suboptimal use of fintech and digital banking services.
Therefore, more intensive educational and outreach efforts by the Financial
Services Authority (OJK), Bank Indonesia, banking institutions, and fintech
providers are needed to improve literacy and security in using digital financial
services.
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5. Opportunity Analysis

The implementation of financial technology in Islamic banking institutions opens up a
number of strategic opportunities that can increase competitiveness and expand Islamic
financial services. The main opportunities are as follows:

a. Public awareness of formal financial services is growing. People increasingly
understand the importance of saving and borrowing through banking institutions, as
they are considered safer, more reliable, and more profitable. The emergence of
fintech has supported this trend by offering easy access, transparency, and efficiency,
thus encouraging greater public interest in using Islamic banking services.

b. The regulator's role in creating a secure ecosystem is increasingly strengthened. The
Financial Services Authority (OJK) serves as a supervisor, assessor, and protector of
the financial services industry. With its authority, the OJK is able to create a
conducive environment and guarantee security for the public and businesses.
Integrated oversight of fintech within Islamic banking services helps minimize the
risk of financial crime while strengthening public trust in the use of digital services.

Conclusion

After analyzing the strengths, weaknesses, opportunities, and threats of fintech
implementation in Islamic banking, it can be concluded that the use of fintech offers
significant potential for improving service quality and developing the Islamic banking
business in Indonesia. However, the implementation of fintech also poses challenges for
banks. The presence of numerous fintech companies has created a wider variety of financing
models with lower costs and faster service. This poses a threat to the role of banking
institutions.
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